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1	Overall description
SA3 would like to thank GSMA CVD for the LS on Research highlighting potential 5G and 4G Bidding Down Attacks. 

SA3 has discussed “Finding 1- Unsecure RRC Connection Release with redirection from 4G to 3G” from the security aspect and would like to provide following feedback. 
Informative Annex A.6 of TS 36.331 for RRCConnectionRelease message explicitly states that RRCConnectionRelease message sent before security activation cannot include redirectedCarrierInfo fields when UE is connected to 5GC. Also from the LS, it is not clear either whether UE connected to EPS would need to send unprotected RRCConnectionRelease message. SA3 kindly requests more information on the attack methodology and use cases of sending unprotected RRCConnectionRelease message in the first place.
SA3 has discussed “Finding 2 - Security Capabilities handling in MME” from the security aspect and would like to provide the following feedback. 
SA3 has confirmed with CT1 that the term ‘mandatory’ in clause 5.5.1.2.7 j of TS 24.301 refers to MME configuration following operator security policy according to clause 7.2.4.3.1 of TS 33.401. These configured set of algorithms are from clause 5.1.3.2 of TS 33.401 for NAS signalling ciphering, and from clause 5.1.4.2 of TS 33.401 for NAS signalling integrity protection.

2	Actions
To GSMA CVD Group
ACTION: 	SA3 asks GSMA CVD group to take the above information into account and provide more information for finding 1 to be able to investigate finding 1 further.
3	Dates of next TSG SA WG 3 meetings
SA3#112	14 -18 August 2023	Goteborg (Sweden)
SA3#113	6 -10 November 2023	Chicago, US

